
Nettipoliisi - the word may be difficult to pronounce, 
but it could stand for no less than the future model 
of community-oriented policing (COP). It is the 
Internet police of Finland; a community-policing 
unit specialized in social media. Its underlying con-
cept: to shift community-policing activities from the 
streets to the Internet and, in doing so, take a virtual 
approach to COP.1

    Walking the beat through cyber neighborhoods 
has become reality for police officers across the 
globe. Such opportunities must seem intriguing 
to everyone who knows anything about the time 
efforts, manpower and frustrations the policing of 
communities can bring. On the web, various tasks 
can be handled simultaneously, stretched over dif-
ferent geographical locations by only a single officer 
and all without him or her ever leaving the office. 
    No matter how skeptical police agencies are to-
wards these developments - and many are - there is 
no way for COP officers to avoid social media. And 
why should they? Social media offers police organi-
zations the opportunity to connect with people in an 
innovative and unique way (at least, so say the social 
media advocates). What does this mean? How can 
COP benefit from social media? What potential risks 
does it bear for the police and its users? 
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Information and communication technologies have changed the way we communicate over the past decade. 
Social media plays an important role for the provision of security - for police agencies as much as for citi-
zens. The same is true for post conflict societies.

Community-oriented policing in post-conflict settings can benefit from these developments. But new tech-
nologies are no magic bullet. Traditional forms of interaction remain important for the effective policing of 
communities.

This brief gives a number of examples of how social media is used by police agencies around the world. It 
examines the question of how these tools can be best implemented in the policing of post-conflict settings.

ENGAGING THE POLICE ON SOCIAL PLATFORMS

Roughly three main categories of police engagement 
on social media can be identified:

• Providing information
• Engaging with communities as a tool of image 

building
• Collecting intelligence and data

In reality, these categories often overlap. To illustrate: 
Facebook, Twitter and Instagram have proven to 
be effective tools for searchers and identification of 
criminals or missing people.
    Police agencies use these platforms for that pur-
pose. The Manchester and Berlin police departments 
both conduct so-called ‘tweetathons’ regularly. For 
24 hours, all emergency calls that reach the con-
trol room are posted on Twitter. Besides raising 
awareness about the complexity of police work and 
increasing transparency, police aim to inform people 
about the misuse of emergency call lines. 

“There is no way for COP officers to 
avoid social media”
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The police of Hagen, Germany, have a similar 
campaign. In their ‘Facebook Patrol’, police officers 
post information and photos from their patrols. In 
Whitby, UK, the police introduced the so-called ‘Vir-
tual Community and Police Meeting’,2 a chat room 
in which residents interact with their COP officer 
and raise issues affecting their neighborhoods. In 
the Netherlands, most COP officers have a personal 
Twitter or Facebook account that citizens can directly 
content - and the list goes on.

‘Do It Yourself’ Policing

While more police agencies see the potential of social 
media platforms, another development, so-called 
‘do-it-yourself ’ (DIY) policing, has appeared. This is 
when people actively support police investigations, 
identify suspects and even take traditional police 
tasks into their own hands.
    People use special apps to collect and analyze 
information and organize emergency assistance 
themselves. In the 2011 riots in England, a massive 
engagement of citizens utilized social media to aid 
in the arrest of over 4000 rioters. In the USA, large 
networks have formed to match people from missing 
lists to unidentified bodies. 
    Medi@4sec, a sister project of ICT4COP, calls 
citizens engaging in DIY policing “the new Sherlock 
Holmes”,3 yet DIY policing is as much a problem as it 
is an opportunity for COP.
    One example of this can be seen in the Boston 
Marathon bombings of 2013.4 In the aftermath of 
the attacks, an unprecedented manhunt ensued via 
the social news platform Reddit. Thousands of users 
were involved in posting and analyzing thousands 
of photos and videos from the events. Eventually, 
the Boston police were able to retrieve some useful 
information for their investigation from the platform 
that led to the arrest of the perpetrators.
    However, this mass engagement also resulted in 
the wide circulation of online rumours and misin-
formation about potential suspects - some of which 
were picked up by the press. Several alleged suspects 
were incorrectly identified, putting them in serious 
danger of becoming victims to vigilantism from an 
emotionalized online crowd. 
    But DIY policing is not reduced to mass incidents 
only. Private Facebook searches for stolen goods like 
bicycles are conducted on a daily basis. Neighbor-
hood watch groups are coordinated via mobile apps 
to prevent burglaries. In Kosovo, sexual harassment 
reporting apps crowdsource data to create publicly 
available heat maps of incidents.5 

Co-creation of Security

Police agencies must ask themselves how best to 
handle these developments. The initial reflex of 
rejecting them as an intrusion into core competen-
cies of law enforcement is understandable, especially 
in consideration of the potential risks. How best to 
deal with false suspicion and information reported 
and distributed by private persons? How to deal with 
self-administered justice and vigilantism? Most po-
lice organizations struggle to provide clear answers.
    Nevertheless, these developments cannot be re-
versed or suppressed. The Dutch police have adopted 
a strategy of actively encouraging and seeking the as-
sistance of citizen investigators to co-create security 
jointly with them.6 A police app available since 2013 
allows citizens to easily and quickly contact the 
police and their local police officers as well as receive 
push notifications on national or local incidents. 
It also allows for the sending of tips to the police 
on wanted or missing persons, including photos or 
videos on suspicious situations. It provides direct 
contact to COP officers of the user as well as an up-
date on the officer’s Twitter news. It even allows for 
complaints about police controls.

Social Media in Post-Conflict Settings

What does all this mean for COP in post-conflict 
settings? These areas tend to have lower use of 
smartphones and computers, which leads to lower 
use of social media platforms. 
    This doesn’t mean that social media cannot be 
used as a tool for collective action in post-conflict 
areas. In fact, DIY policing has been on the rise for 
years in areas where policing is weak. Ushahidi, 
for example, is a website created after the Kenyan 
presidential elections in 2007 to collect eyewitness 
reports of erupting violence in the aftermath sent 
by email and text message.7 Collected data was used 
to generate ‘heat maps’ of violence. Ushahidi has 
since been used in a number of areas and countries, 
including the mapping of violence in South Africa 
and Congo, the tracking of pharmacy stockouts in 
Malawi, Uganda, and Zambia, and the monitoring of 
elections in Mexico and India.
    Mobile apps can also be harnessed to detect illegal 
dumpsites,8 through tagging and allowing for photo 
uploads, or to provide crowdsourced safety scores 
for areas of a city based upon streetlighting.9
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The Downside of ICT

Nevertheless, it is important to keep in mind that 
ICT is not a magic bullet. It can be a serious threat to 
security in developing and developed countries alike, 
as information provided on social networks can be 
used to incite violence and promote conflict.
    In Haren, The Netherlands, for example, a public 
Facebook invitation to a girl’s sixteenth birthday 
resulted in mass riots with over 4000 youngsters. 
Conversely, the following cleanup efforts, which en-
gaged hundreds of citizens, were also assembled by a 
social media campaign. The same occurred after the 
aforementioned riots in England, where a cleanup 
campaign was supported by over 60,000 people to or-
ganize charity and fundraising events to support the 
small business owners that suffered massive property 
damage.10

Key Points

• Social media offers police organizations the op-
portunity to connect with people in an innova-
tive and unique way

• Increasingly, through social media, people 
actively support police investigations, identify 
suspects and even take traditional police tasks 
into their own hands

• The situation in post-conflict areas is more diffi-
cult; social media user rates are lower

• Where policing is weak, people act through so-
cial media to secure themselves

• The question for police agencies is not if they 
deal with social media, but how

• As long as face-to-face interaction between po-
lice and communities remains possible, moderate 
approaches to the use of social media for policing 
can be effective

                             SOCIAL MEDIA - ICT4COP POLICY BRIEF #2 - DR. ROBIN HOFMANN

Author Bio

Dr. Robin Hofmann is a research assistant at the Univer-
sity of Bochum, Germany. Dr. Hofmann holds a PhD in 
law, focusing on security sector reform in post-conflict 
countries, and works on ICT4COP’s Southeast Europe 
Work Package.

Note: A version of this brief was published in a shorter article 
form by the Diplomatic Courier on April 11, 2017, and can be 
accessed here:
http://www.diplomaticcourier.com/2017/04/11/policing-virtu-
al-neighborhoods-post-conflict-countries/

The Project

The ICT4COP research project seeks to understand 
human security in post-conflict settings by research-
ing community-based policing and post-conflict 
police reform.
The Norwegian University of Life Sciences (NMBU) 
is the project coordinator.

Contact: Neil Gordon Davey, Dissemination 
Manager, NMBU neil.gordon.davey@nmbu.no

www.communitypolicing.eu

ICT4COP has received funding from the European Union’s Horizon 2020 Research and Innovation programme under grant agreement No 653909.

Conclusions

There is no doubt: social media has a great potential 
for COP. Nevertheless, the challenges, problems and 
threats are real. The question for police agencies is 
not if they deal with them, but how. Nettipoliisi could 
be one answer; in the USA, a similar campaign called 
‘coffee with a cop’11 allowed for face-to-face interac-
tion with an officer in a relaxed environment. The 
revolutionary part of it: mobile phones and radios 
have to be switched off.
    Social media remains an ambivalent technology 
when used for COP; moderate approaches can be 
effective, particularly in post-conflict countries. Still, 
as Mancini and O’Reilly put it: “Even if you crowd 
source your hammer, not every problem is a nail.”12
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